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Device Type

ID

Model and Brand

Att Mic

R1
R2
R3
R4
R5
R6
R7

iPhone 6S
XiaoMi MI 5
Algo R6601

Algo R6688
Newsmy V29
Philips VTR7100
Rode NT1000

Att Replay

P1
P2
P3
P4
P5
P6
P7
P8

Huawei P20 Pro

iPhone XS

Edifier MB200

Microlab B17

Philips SPA311

Brookstone Macaron 155579
Thinkpad E470 (built-in speaker)
Audioengine A5

ASV Mic

T1
T2
T3
T4
T5
T6
T7

Huawei Mate 20 X
Huawei Nova 3
Honor 6 H60-LO1
JNN Q70

Amoi A1 USB
Sony UX560F
Philips VTR6900
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Factor Impacted Term in Transfer Function
Speaker HsamHs5m
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F = {Speaker, Att Mic, Att Replay, ASV Mic}.
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Table 4: Dataset distribution

Dataset Condition #genuine  #spoof

Train / 100 800
All known 100 1200
Unknown speaker 60 720

Test Unknown Att Mic 0 900
Unknown Att Replay 0 720
Unknown ASV Mic 75 900
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known spoof
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Type Condition KL Divergence JS Divergence
Spoof All known 0.98 0.17
Unknown speaker 2.20 0.27
Unknown Att Mic 2.70 0.36
— Unknown Att Replay 5.21 0.51
;l\ | | I j; %}Sﬁ }j& Bﬁ \m j@ Unknown ASV Mic 5.64 0.51
Genuine  All known 1.75 0.29
Unknown speaker 3.61 0.40
Unknown ASV Mic 9.25 0.60
Speaker Attacker Microphone Attacker Replay Device  ASV Microphone
B Known
B Unknown
f—
g
c.
w
JS: 0.0083 JS: 0.0204 JS:0.0532 JS: 0.0817
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Table 6;: Performance under different conditions. The EER threshold of ’all
known' condition is used for FAR and FRR calculation. Bl: CQCC-GMM;
B2:LFCC-GMM;

FRR(%) FAR(%)
Condition
Bl B2 Bl B2
All known 0.00 0.00 075 017
Unknown speaker 0.00 0.00 0.15 0.42 N
1, Xk
Unknown Att Mic / / 233 2.00 Wi E/]%af%éﬁ 7\;:51' J\j[;/g
Unknown Att Replay / / 13.89 12.36

Unknown ASV Mic 69733 84.00  2.67 3.44
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A \/S poo /a = == bonafide —
e—— w . .
@ 5p- 1 spoofing
40 c
S —
g5 ® S 1.5- _
e a
s ° g
TR § 1.0 _|_ -
; S 2
IR bonafide bonafide 40 o i - —
VCTK ” — £ 05
(S, RT, D,) 60 ® aa
. TT LY
4 2 0 10 20 30 40 50 50 70 80 0.0 _

' ( - N— """/ Time 50-200 200-600 600-1000
|| | IRrecording | | |  IRsdevice IR replay T60 (ms)
(S, RT,D,) (Q) (S,RT,D,) spoofing

Condition

System
O—+-0 O—-R R—-R R—O
Distance (D)
N——¢) CQCC+GMM 9.87 15.39 14.33 9.90
Sl S e R — Spectrogram+NN 3.15 15.05 3.59 4.33
| Device Quality (Q) CQTgI‘EﬂD—I—NN 0-39 1018 1.13 3-80
Environment Simulation Device Simulation IVIGD-'-NN U g? 1266 245 2. 54
CQTMGD+NN 0.54 8.94 1.36 3.61

O: JRlf; R: B £k
A->B: A L%k, Bl




ASVspoof 2017 (¥

08

Speaker Recorder 1 Playback Device Recorder 2
Subset  #Speaker #Replay Configuration #Bonafide #Spoof
Train 10 3 (2 env, 3 pb, 1 rec) 1,507 1,507
Dev 8 10 (6 env, 6 pb, 7 rec) 760 950
Eval 24 57 (24 env, 23 pb, 24 rec) 1,298 12,008
Total 42 62 (26 env, 26 pb, 25 rec) 3,565 14,465

Env: PA3E; pb: B E; rec:

TG4, BIRecorder2
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o JE{CAT S (Burst click sound, BCS)

o pOHEE

« DTMF ( Dual-tone multi-frequency signaling) &=

o« HSLERE AT E KA EE

R

At Train Dev
Artifact

bonafide  spoof humﬁh\ﬁpmf
Burst click sound 36.36% 2.45% 41.06% 0.009
Zero-valued silence 19.11% 0.00% 1.97% 0.00%
DTMF sound 0.00% 45.58% 0.00% 16.63%
Non-speech in first 300ms  60.45%  31.26%  73.55%  58.95%

Frequency (kHz)

Frequency (kHz)

Frequency (kHz)

T_1000100.wav

T_1001668.wav

1 2
Duration (s)

T_1000090.wav

Duration (s)

Duration (s)

Frequency (kHz)

Frequency (kHz)

Frequency (kHz)

T_1000200.wav T_1000300.wav

Frequency (kHz)
F

Duration (s) Duration (s)

(a) Burst click sound

T_1000440.wav T_1000870.wav

Frequency (kHz)
F N

Duration (s) Duration (s)

(b) Zero valued silence

T_1001690.wav T_1001735.wav

Duration (s) Duration (s)

(c) DTMF artifacts
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Table 10:  Cross-dataset performance (EER%). Models are trained on the
training subset and test on the evaluation subset. Since the AS19Real only con-
tains an evaluation subset, we use the whole database either for training or for
testing. (AS17: ASVspoof 2017[16]; AS19: ASVspoof 2019 PA[17]; AS19Real:
ASVspoof 2019 Real PA[17])

Test
PRAD AS17 AS19 AS19Real

LFCC-GMM PRAD 1286  35.14 58.78 35.19
AS1T 45.71 33.91 81.22 47.59
AS19 27.50  33.20 13.52 29.05

AS19Real 30.72 35.52  20.10 /

CQCC-GMM ~ PRAD 1431 3798 36.76  26.83
AS17 4571 2966 59.95  49.26
AS19 2928  37.98 11.25  12.57
AS19Real 46.78 3227 44.02 /
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